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George Hail Free Library
Policy on Multi Factor Authentication for Library Accounts

Purpose

To safeguard sensitive information and ensure the security of library operations, the George Halil
Free Library requires the implementation of multifactor authentication (MFA) for all accounts
accessing sensitive data. This policy applies to staff, volunteers, board members, and any other
authorized users.

Scope
This policy applies to all accounts associated with the library that store or provide access to
sensitive information, including but not limited to:

Integrated Library System (ILS)

Library email accounts

Cloud storage and document-sharing platforms

Financial and payroll systems

Any third-party services used by the library that handle sensitive data

Policy Requirements

1. Mandatory Use of MFA
o MFA must be enabled and used for all accounts that access sensitive library
information.
o MFA should include at least two authentication factors, such as:
m  Something you know (e.g., password or PIN)
m Something you have (e.g., security token, authentication app, or hardware
key)
m Something you are (e.g., fingerprint or facial recognition)
2. Account Setup and Configuration
o All accounts must be configured with MFA during their initial setup.
o Library tech leads will assist users in configuring MFA as needed.
3. Regular Updates and Audits
o Library Management will conduct regular audits to ensure MFA is enabled and
functioning correctly for all applicable accounts.
o Users will be required to update MFA methods if they are compromised or if
newer, more secure options become available.

Enforcement
Failure to comply with this policy may result in disciplinary action, up to and including
termination for staff.
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Effective Date
This policy is effective as of July 1, 2025. All existing accounts must comply with MFA
requirements within 30 days of this date.

Review and Updates
This policy will be reviewed annually and updated as necessary to address emerging security
threats and technological advancements.



